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Step 0. install

npx https://qithub.com/google-gemini/gemini-cli && gemini

Step 1. login

e 1. Login with Google

| 2. Use Gemini API Key

3. Vertex A

Step 2. Set Project id

https.//console.cloud.google.com/projectselector/iam-admin/iam?hl=zh-cn

bash

echo 'export GOOGLE_CLOUD_PROJECT="ID" >> ~/.bashrc && source ~/.bashrc

zsh

echo 'export GOOGLE_CLOUD _PROJECT="ID" >> ~/.zshrc && source ~/.bashrc
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https://github.com/google-gemini/gemini-cli

Hello GEMINI

HR QA
B EEFXNE

echo "MME—TFGemini" | gemini

R RSXE

gemini -p M8 — T Gemini

Agent
ZREK Agent

gemin

Yolo # =,

gemin -y # or gemin -yolo



ABRtZ3)l Instructional Context

> IEIANE
o 1TAMEN

O HhEHIE
o Git#sz
°© HFAIE
o HAH

> #ZFIA I Context File
O ~/.gemini/GEMINI.md (£/3)
O  <project_ path>/.gemini/GEMINI.md (Project)
O <project>/<Submodule>/.gemini/GEMINI.md (Module)


http://gemini.md
http://gemini.md
http://gemini.md

Project GEMINI.md Example

## Test Style
# Project: Ada: Agentic Detection Al N N I N

1. Use “pytest”, not “unittest™.

2. <IMPORTANT>Do not mock/patch anything that you're not explicitly asked to do</IMPORTANT>
## General Instructions 3. Avoid writing trivial tests. Every test should test for at least one, preferably multiple points of failure
4. Avoid splitting up code in multiple lines like this: “a=func()\n assert a=b". Instead, just do “assert func() == b~
- ada is an artificial intelligence penetration testing agent designed to address real-world cybersecurity issues,

including penetration testing, exploit development, exploit execution, exploit debugging, and exploit reporting. Here's an example for rule 4:
- The idea behind this project is to explore the potential of artificial intelligence in the field of cybersecurity and
apply it to practical cybersecurity problems. python

# bad

. result = func()
## Coding Style
assert result ==

. Target python 3.13 or higher # good

. Use python with type annotations. Use “list™ instead of “List". assert func() ==
. Use “pathlib" instead of “os.path. Use “Path.read_text()" over “with ...open()" constructs.

. Use “typer” to add user interfaces.

. Keep code comments to a minimum and only highlight particularly logically challenging things ## Development Toolchain

. Do not append to the README unless specifically requested

. Do not catch exceptions unless explicitly told to. glizthenienviopmentduviandieniugeny)
- Test: pytest (pytest -v)

- Lint: ruff (uvx ruff check .)
- Format: black (uvx black .)

. Write concise, short, minimal, pythonic code.

Q 0 N o O b WwN =

. In most cases, avoid initializing variables just to pass them to a function. Instead just pass the expression to the
function directly.

## Project Structure
Here's an example for rule 9:

T text
**“python ada/
# bad |—— agents/ # ai agents
aleruncO |—— environments/ # Environment classes
F—— tools/ # ai agent tools
Clazeta) f—— tests/ # Test files
—— README.md  # project description
# good |—— .gitignore # gitignore file
Class(func()) f—— .env

Tt [—— .env.example # example of .env file



Commands 1Bt

> ~/.gemini/commands/
> <project_path>/.gemini/commands/

# In: ~/.gemini/commands/git/ctnb.toml
# Invoked via: /git:ctnb

description = "leX B E R EHES X"
prompt = "SHGit ZEFRXEHR, ERHFE
Conventional Commits #3E I8,

HELEFHZL"

#In:
~/.gemini/commands/git/commit.toml
# Invoked via: /git:commit

description = " 3 & 77 & # 455 Commit”
prompt = "Gt FXER, £RFE
Conventional Commits #;E e XI5 8"

# In: ~/.gemini/commands/git/fix.toml
# Invoked via: /git:fix "Button is misaligned on mobile"

description = "Generates a fix for a given GitHub
issue."

prompt = "Please analyze the staged git changes and
provide a code fix for the issue described here:
f{args}."”

M (Message Data
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WA E (MAX ERE)

o HBITHRBE—T ERMYITH
o HEB/IKITEBIE
o #HTHWHEEHBLETFTX
o FEBFH #1t 5 Agent LT X X HE

Project/

— SubmoduleA/

— SubmoduleA1/
Submodule
.gemini/GEMINI.md
README.md

—— .gemini/GEMINI.md
—— README.md

—— .gemini/GEMINI.md
—— README.md




T E ¥ JE Tools Extensions

<home>/.gemini/extensions/mcpname/mcp.Jjson

<workspace>/.gemini/extensions/mcpname/mcp.json

# gemini-extension.json

ZXHEOET RNER. ZXHEBUTEM: gemini-extension.json

"name": "my-extension",
"version": "1.0.0",
"mcpServers": {

"my-server": {

"command": "node my-server.js"

b
}
"contextFileName": "GEMINI.md",
"excludeTools": ["run_shell_command"]

name : FRBENEM. XATFHR—ITRY R, HEFRSL5SAPFMBEHLRBHERNBTRTBRIDR.,

version : ¥ RAIRRAS.

mcpServers : EECEHY MCP fRSSEIAVBRET . REMRSBOBN, BRRSHEE. XLRSIBGEEHITIE, FKTE settings. json

XEHEERN MCP RSE—H, MRTRBNXHHEE T ABHEEBME MCP IRSEE, NXHHEXKIIRSEME.

settings.json settings.json

¢ contextFileName : BEY B LETXHXMHHEM. BEBTMIERMB LTI, WRKEALEY, B BEZPEEXMH, WM
HIZX . GEMINI.md

 excludeTools : EMERFHIFWTARMRIMA. BETUAZHHSHIR MIH) BEREFHIHIRE, Fla, BHELEGS,

run_shell_command "excludeTools": ["run_shell_command(rm -rf)"] rm -rf

Gemini CLI [FzIfY, ERMHFMET RASGHERE. NREFEEATR, NIFREERE.

HE: R S1T T AT GEMINI.md X435 N.T B4R
CLI Tools > MCP



/NEI5 Tips

o Shell##zt: MAIHA ESCBH
o IEEAXH: @filename
o HEE INELIET—R XE#HH: /compress

o i
o R x1iE :/chat save <tag>

o IngExdiE /chat resume <tag>

o Bl 21 - /chat list

o FI1I21Z :/memory add <text to remember> ZiAZ|£ /5
o /memory show ZEEFT AR L TX
o /memory refresh FI#F L FX
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-+ awesome-offensive-security-ai git:(main) gemini

Tips for getting started:

. Ask questions, edit fifes, or run commands.

. Be specific for the best resufts.

. Create GEMINI.md files to customize your interactions with Gemini.
. /hep for more information.
$ pwd

v She£f Command

/Users/waffe/project/awesome-offensive-securit

shele mode enabfed (esc to disabfe)

1 [ Type your message or apath/to/fite

~/project/awesome-offensive-security-ai (main) no sandbox (see /docs) gemini-2.5-pro (106% context feft)

Tips for getting started:
1. Ask questions, edit fifes, or run commands.

. Be specific for the best resufts.
. Create GEMINI.md files to customize your interactions with Gemini.
. /he£p for more information.

CONTRIBUTING.md

README . md

README_ZH.md

~/project/awesome-offensive-security-ai (main*) no sandbox (see /docs) gemini-2.5-pro (100% context feft)
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TEILBUERST T HIKFRIRED, ERTER BRI
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. %HEE https://arxiv.org/html/2502.10931v2 5 * “BGithubf% X TAL L2 Agentt AL H B BN E

https://arxiv.org/html|/2502.10931v1 Z[EIMZE R

+ 51, BRBRER—TOX Githb EXF AL R2A Agent HENBHBAE.
> awesome-offensive-security-ai git:(main) gemini v GoogleSearch S
Search resufts for "GitHub trending AI security Agent" returned.
+ REBNEBER, SKE 6ithd EXTF AL R2A Agent WANTAEERKDENTNANAE

HAKNEES
REAREXERTNRANENSELIRENR 2,
* Adversarial Robustness Toofbox (ART): i IeM FF R, BE)FREHMBEMNRR, 75, RRARKSENE,
* cleverhans: — BT HRIENARE LRGBS ENE.
b oo e e * DeepFoot: —H LT RBOMBRERBRENHE,
. Ask questions, edit fifes, or run comnands. + Footbox: —T AT YRNMAEREN Python TRH.
2. Be specific for the best resufts.
. Create GEMINI.nd fifes to customize your interactions with Gemini. AEEHE (L) B2
. /hetp for more information. BE LY OXE, RPENRENIALERES.
* Guardrail., A Python &, BFH LM HWBHFENEH, XEARBRIE.
* promptfoo: —MAFMLAN(E prompts, agents F RAGs RBIRANIA.
* Purplellama: KB Meta AI —ETIR, AT VEARE LW HR2HE,
* CodeGate: —MFFRK, EERANIR, EFRARN AI RBERIRBPRLRZE.

e AT TNRRREE AT
7 LG i ol Fease s 2 ’ - ‘ POERESE BV T o
ontent processd frn rap + AI-Red-Teawing-Playground-Labs: BT 47 AT TNBUNRRE,
v ] + HackingBuddy6PT: — M EINMBENLIA.
[+ Bk 2B £ BRRIE F AL T RANITRE ATSCKERIG A S, * Snathe-MFtow: — 4439 Nftov BTN TRE.

V2R E % 2007 CTFK MR BINITRE ATTECKE R, DIRERBNERURLEN . JMMT —PHOER, —PHK WITRE REuANEL

ATTSCKD %785, IR—1 58 “UITRE ATTSCKHE "6 R B2 —MEBNRS (RVID) | EVIRERBRA . RiP AI RAPRBERS—TXRNE.

V2RIME D RTT RN, Rt BRO-CIPHERRAWATISCKE R EMAMNIES65% . ERROKEER (RRESLARE) & * Python Differential Privacy Library: — M ATXAEHBINE.
RAE, EREREHN, #ANRGETTRENBNZRTN, ERENIH. * TenSEAL: — M ERAFRNATRERSNENE.

* Pyvertical: —MBTRIFRANEERAZIE.

U5, B NIST AT RREEIER 7 OWASP AI REAMAIER IHNERNEFLRABTARNXE, ENHFRARE AI
RARRTES.

BRATBMABAESGERNE, BRNTR-TB?
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